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Embracing Technology

� Why do we embrace technology?
� The promise of improved efficiency and productivity
� The �cool factor�

� The ability to protect, manage, or facilitate access to assets

� But technology puts pressure on traditional 
models and methods
� Efficiency is often the enemy of confidentiality, privacy and 

security
� Security and privacy are often at odds

� Tendency to embrace technology incrementally and without 
strategic assessment (e.g. IM) which leads to bad habits 
and unforeseen consequences



Let�s Keep it All in Context

� Twenty Eight Years Ago (1982):
� CDs are invented; 
� Sendmail, an early e-mail program is invented
� Only obnoxious Wall Street types have mobile phones and they are

the size of bricks
� IBM introduced its first desktop PC
� Fax machines just beginning widespread acceptance
� FedEx implements �overnight letter� service

� Fifteen Years Ago (1995):
� The Mosaic browser released (Beginning of the Web)
� State Bar Associations still debating whether e-mail and mobile phone 

calls are secure communications
� �Learning to Dictate� part of new lawyer orientation
� No Outside E-mail services
� No Blackberrys; No expectation that lawyers owned mobile phones

And change is happening more rapidly now!  



And We Know That�

� The law is always behind technology
� And bar associations are always behind 

the law



New Technology�s Impact

� Pressures on Ethical Licensing and 
Negotiating Practices

� Added Risk of Breach of Confidentiality 
� The �We Can� = �We Should�

Conundrum



What Does Ethics Mean?

� There are the technical RPCs and 
ethical/malpractice considerations, true

� But there are attorney-client privilege 
issues

� And overall organizational 
confidentiality issues

� And overall organizational risk issues



The Contracting Process

� Technology has flattened hierarchies and brought 
new players (both internal and external) who are 
often unsophisticated legal consumers

� Access to information has changed the contracting 
process and the assessment of risk

� Streamlined contracting processes have involved 
non-lawyers in the traditional lawyering process (e.g. 
contract administrators)

� How does the duty of candor impact negotiation 
� New technology (e.g. mobile phones, e-mail, etc.) 

has permitted communication with opposing parties 
using communication media with new risks

� Drafting Issues, i.e. metadata; inadvertent disclosure
� Managing dishonest clients; duty to escalate



Unsophisticated Internal Clients

� Expect representation at speeds inconsistent with good legal 
representation (e.g. Speed Kills)

� Have an incomplete understanding of the law, but think they 
have a complete understanding (e.g. Curse of Wikipedia)

� Strong views on legal issues, including copyright (�Information 
wants to be free�) and privacy (�No such thing. Get  over it.�)

� May not be used to dealing with lawyers; Don�t understand the 
risk management perspective (�We all get along.�)

� Business model problems

� More concerned with short term opportunities than long term 
risks (e.g. marketing or sales departments); They won�t be 
around for when the risk hits 

� Don�t provide counsel with the full picture; Hiding the ball 
(�Don�t let legal find out.�)



Unsophisticated Opposing Parties 
or Customers

� Volatility of loyalty of likely plaintiffs (i.e. the myth of rationality) 
� especially within technology and entertainment com munities

� Consumers with little understanding of the law and little respect 
for intellectual property

� The culture of �Modding�/Fan Films, etc.; the dange r of being 
loved too much

� Danger of Wikipedia; A little knowledge can be a dangerous 
thing

� Young lawyers are often representing clients in areas and at 
levels that they are not ready for

� Opposing parties, particularly start-ups, who think that you are 
their lawyer as well (and internal clients who don�t discourage 
this)

� Many lawyers represent technology companies (or licensees of 
same) without using technology or understanding how the 
technology works



Ethical Contact of Opposing Parties

� Governed by Rule 4.2 and Rule 4.3
� Rule 4.2:  Lawyer shall not communicate with person lawyer knows to 

be represented by counsel, unless obtained lawyer�s consent 
� Requires lawyer�s consent, not represented party�s consent
� Applies even if represented party initiates the conversation
� Does not require lawyer to differentiate between in-house and outside 

counsel (ABA Opinion 06-443)
� Rule 4.3: In dealing with unrepresented persons, lawyer shall not state 

that lawyer is disinterested
� May negotiate the terms of a transaction and prepare documents for 

signature with an unrepresented person, but must be clear that your 
represent an adverse party. (Comment 2)

� Negotiations with �contract administrators� or �para legals�? 
� In-house independent contractors that are present during negotiations 

with their company (awkward sidebars)
� When are parties actually adverse? (e.g. standards bodies)



Attorney-Client Privilege

� In-house counsel entitled to assert attorney-client privilege
� But:

� EU In-House Counsel do not have a right to the attorney-client 
privilege

� In-house counsel generally do not have a right to claim the 
privilege when performing non-legal duties.  What is the line?

� Failure to keep legal discussions confidential will compromise 
the privilege:
� Discussions in elevators, airplanes, etc. (e.g. Michael Jackson 

recording)
� Discussions with independent contractors and free-lancers present
� Public internet spaces; Open laptops; Unsecured WiFi?

� The counseling of employees or independent contractors on  or 
through computer systems owned by employer (i.e. is the 
privilege compromised by a company�s IT policies)

� Privilege compromised through our custom and practice



Multi-Jurisdictional Practice

� Rule 5.5 affirms the general principle that lawyers 
who are not licensed in a particular jurisdiction shall 
not practice law in violation of the regulation of the 
legal profession in that jurisdiction

� Rule 5.5(d), however, permits the performance of 
legal services for the lawyer�s employer or affiliates
� Not all states have adopted this multi-jurisdictional practice 

model rule as written
� Many states have special registration and licensing 

procedures for corporate counsel.
� Requires that the in-house lawyer only give legal advice to 

the organization that employs them (not, for instance, 
officers on a personal basis)



Negotiations; Duty of Candor

� In the course of representing a client a lawyer shall 
not knowingly make a false statement of material fact 
(Rule 4.1)

� Statements regarding a party�s negotiating goals or 
its willingness to compromise as well as statements 
that can be fairly characterized as negotiation 
�puffing� are ordinarily not false statements of 
material fact (ABA Formal Opinion 06-439)

� Rule 8.4 � �It is professional misconduct to� (c) 
engage in conduct involving dishonest, fraud or 
misrepresentation�

When is it okay to bluff?????



Duty of Candor and Misrepresentations

� Rule 4.1 applies only to statements of material fact that the 
lawyer knows to be false

� Partially true but misleading statements or omissions may be 
�tantamount to affirmative false statements�

� Care must be taken by lawyer to ensure that �puffing� regarding 
client�s positions are not statements �of fact� (com pare 
statements regarding client�s willingness to compromise v. 
statement of insurance limits)

� The rules do not require a higher standard of truthfulness in any 
particular negotiation contexts (e.g. mediation)

� No duty of good faith and fair dealing; Self-interest does not 
equal bad faith

� What about:
� Withholding or manipulating information?
� Lying about the best alternative to reach an agreement?
� Lying about authority to accept an offer?

� But (of course!) cannot rise to the level of fraud (which would 
violate RPC 8.4)




