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A. Overview
Banking organizations’ routinely rely on third parties for a range of products, services,

and other activities. These third-party relationships come in a variety of forms and involve
services related to many aspects of a banking organization's business. The degree of discretion
granted to a third party can vary significantly in different types of relationships.

Banking organizations of all sizes rely on third-party relationships to operate effectively
and meet evolving customer expectations. Community and mid-size banking organizations,
which play an outsized role in lending and are vital to the strength of the U.S. economy, may be
particularly reliant on such relationships to remain competitive in a rapidly evolving marketplace.
Third-party relationships benefit banking organizations by allowing access to or facilitating

technological advances; strategic business

For a description of the banking organizations supervised by each agency, refer to the definition of
"appropriate Federal banking agency" in section 3(q) of the Federal Deposit Insurance Act (12 U.S.C. 1813(q)).
FhisFor purposes of this proposed guidance-isrelevantto-alt, banking organizations also include insured credit

unions as defined in the Federal Credit Union Act (12 U.S.C. 1752(7)). Use of this guidance may also be
relevant to-any-otherentity-supervised-by-the agenciess.

innovations; new or improved products, services, and delivery channels and engagement
with new or expanded markets; and operational efficiencies.
At the same time, use of third parties may introduce new risks or amplify existing

risks to banking organizations and their customers.



A banking organization has ultimate responsibility to establish and maintain sound risk
management practices and comply with applicable laws and regulations. A banking
organization's use of third parties does not diminish its responsibility to meet these requirements
to the same extent as if the activities were performed by the banking organization internally,
including where the third-party relationship involves affiliates, service providers that are
themselves highly-regulated entities, or subcontractors, or where elements of the banking

organization's risk management practices are performed by a third party. The proposed guidance

rovides sound risk management principles to assist banking organizations in identi

assessing, and managing risks associated with third-party relationshigs.8

Third-Party Relationships
For purposes of this guidance, a third-party relationship is a business arrangement between

a banking organization and an entity or individual for the provision of one or more products,
services, and other activities that support the banking organization.” The use of subcontractors

alone does not typically create an independent third-party

s Banking organizations' third-party relationships may raise additional consumer compliance considerations that
may be relevant to, but that are not directly addressed in, this proposed guidance.

* The agencies have observed that third-party relationships typically involve written agreements. Where a banking
organization lacks a written agreement with a third party, or where no clear consideration underlies an activity, that
activity is unlikely to constitute a third-party relationship. What would be the advantages and disadvantages of a
banking organization applying the proposed guidance only to third parties that are subject to a written agreement with
the banking organization to which it provides services? Would this approach, or an alternative, help clarify the scope
of the proposed guidance and, 1f 5o, flow?

relationship or create a presumption of direct banking organization oversight of any
subcontractors.

These third-party relationships vary widely in form and in the degree of operational
functions outsourced to the third party. Some third parties provide services central to the banking

organization's operations. These include core processing service providers that provide



comprehensive back-end applications and infrastructure that support the operation and essential
functions of one or more of a banking organization's business lines; firms that provide other
services that support a banking organization's essential operating functions, such as cloud
processing, cloud storage, and compliance tools; and fintechs that partner with banking
organizations to provide access to financial services. Other third-party relationships involve

varying levels of interaction with a banking organization's operations. These include third parties

roviders); perform administrative or clerical tasks (e.o., operators of call centers or

recordkeeping services):; offer professional support services (e.g., auditors, lawyers, or

consultants); and maintain office support services (e.g., physical security providers).
Principles-Based Approach

Each banking organization is responsible for operating in a safe and sound manner and
adopting risk management practices that are best suited to managing the specific risks that it faces,
commensurate with the banking organization's size, complexity, and risk profile and with the
nature of its third-party relationships (including the risk and complexity of those relationships and
type of activities performed by the third party). Not all third-party relationships present the same
level of risk, and a similar relationship at different banking organizations may present different
risks. Accordingly,
there is no one-size-fits-all approach to effective risk management. Banking organizations are
experienced in determining, and are ultimately responsible for establishing, third-party risk
management practices that are appropriate for the banking organization, consistent with safe
and sound banking practices and in compliance with applicable laws and regulations. The
agencies will give due consideration to a banking organization's reasonable decisions in

matters of third-party risk management supervision.



Non-Enforceable Guidance
This proposed guidance does not set forth enforceable standards or prescriptive

requirements;'” accordingly, non-compliance with this guidance will not result in supervisory
action against a banking organization. Any supervisory criticism will be specific to a banking
organization's operations, financial condition, or other relevant factors, consistent with the
applicable legal standards. Deviation from or inconsistency with this proposed guidance or any
examples herein, including where an examiner believes that deviation or inconsistency is
contrary to best practices, will not alone be a basis for supervisory action. However, the agencies
may take action for violations of laws or regulations, unsafe or unsound practices, or other

material risks that result from insufficient management of third-party risk (consistent with

applicable rules and guidance on agency enforcement and supervisory standards).

B. Risk Management Components

The proposed guidance presents four components that banking organizations may

identifying and assessing applicable risks:

Y O

banking-organizations—'_See 12 CFR Part 4, Subpart F, Appendix A (OCC); 12 CFR Part 262,E- Appendix A
(ERBBoard); 12 CFR Part 302, Appendix A (FDIC); 12 CFR Part 791, Subpart D (NCUA).

(2) overseeing risks proportionate to their significance; (3) making informed decisions
about residual risks and risk acceptance; and (4) establishing appropriate governance

practices.

1. Risk Identification and Assessment

i. Third-Party Relationship ldentification










EffeetiveSound third-party risk management generallyfollowsa-continuouslifeeyele
fercommonly begins with identifying and categorizing third-party relationships-Fhe-stages-of
%h%ﬂslﬁmﬂa«gement—kfeeyele Malntalmng an 1nvent0g of thlrd-party relatlonshlps af%s-hemq

t—h+s—gﬂ+d&nee—&1ce—fe}e¥aﬂt—te—eaehma¥ be useful for managing thlI’d-Q g rlsks For examgleE
large or complex banking organization is-based-on-speeific-facts-and-eircumstancesand-these
examples-may-notapply-to-all-of a-banking erganization'swith multiple higher-risk third-party

relationships-

may benefit from a periodically updated and detailed inventory that maps individual
subcomponents of a third-party relationship to various banking organization business units,
reporting lines, or other accountability mechanisms, while a community bank may benefit from a
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-allows its management to
quickly assess relevant third-party relationships at a higher level. Banking organizations may
decide not to maintain extensive inventories of relationships posing limited risk, such as those

related to administrative or clerical tasks, professional support services (including auditing and

legal advice), or office support services (including physical security).

ii. Risk Identification

After identifying its prospective or existing third-

organization generally identifies relevant risks. Risks presented by third-party relationships are

varied and may change over time or may not be immediately apparent. For example, a core service



provider, given the extent of its services, is likely to touch on many components of a banking
organization's operational risk, in addition to other risks. A facilities maintenance third party, by
contrast, may implicate only a relatively limited
range of risks, such as physical access risk. A banking organization typically has the
experience and relevant information for identifying the most salient risks, especially where
relevant staff members, such as subject-matter experts, are included in the risk identification
process. It is unlikely that a banking organization could identify all possible risks and it is not
expected to do so; however, identifying the most relevant risks is generally part of effective
third-party risk management.

iii. Risk Assessment

Not all third-party relationships present the same level of risk, and there is not only one
way to properly conduct risk assessments. Risk assessments commonly take into account both the
magnitude of harm the third-party relationship could cause the banking organization or its
customers and the likelihood that the harm will occur. A banking organization's higher-risk third-
party relationships could include those (1) that, if disrupted, subjected to attack, conducted in
breach of the terms of any applicable contract, or otherwise performed in a manner in which non-
business-as-usual circumstances prevail, could cause the banking organization to incur an actual
non-trivial violation of law or regulation, pose material harm to the financial condition of the
banking organization, or result in a significant disruption to the banking organization's operations
or customers; and (2) where there is a material likelihood that such legal or regulatory violation,
financial harm, or operational disruption may occur under current or reasonably foreseeable
conditions.

While certain third-party relationships, such as core processing service provider
relationships, are likely to be assessed by most banking organizations as higher risk,!! other

relationships may be assessed as higher risk by one banking organization but not by another.!2



Some banking organizations may conduct a risk assessment for an overall third-party relationship,
considering all activities conducted by the third party, while other banking organizations may
conduct the assessment on a per-activity basis.!3

Certain third-party relationships may be less likely to be assessed as higher risk. For
example, many banking organizations contract with affiliated entities that operate within an
enterprise-wide risk management framework to perform various services. Use of such affiliate
arrangements can help a banking organization and its related entities more efficiently organize
operations and maximize efficiencies. Such services, when conducted within an organization-
wide enterprise risk management framework with which the banking organization is familiar,
may be lower-risk and can enable the banking organization to rely on alternative oversight
mechanics such as staff overlaps.

Additionally, certain third parties may themselves be entities that are heavily regulated

and supervised by one or more state or federal regulators. As such, in certain

11 As risk assessments are typically tailored to an individual banking organization's circumstances, a banking
organization may determine, for example, that a core bank processor that provides services for only a limited
portion of the banking organization's business represents a relatively lower-risk relationship compared to a core

bank processor that provides services for the majority of a banking organization's business, depending on the
relevant factors:

12 Relatedly, many third parties may connect to a banking organization's information technology systems and
networks, including through application programming interfaces, vendor portals, or other means. These access points
may be exploited; however, a third party with access to a banking organization's systems or networks that do not hold
critical data and are appropriately segmented is not necessarily higher risk, and banking organizations may, for
example, be able to manage any related risks primarily through safe and sound cybersecurity risk management rather

than through extensive third-party risk management.

1 The agencies have also observed, for example, that banking organizations will commonly take the overall third-
party relationship into account in circumstances where the bank is exposed to concentration risk from a third party
due to relying on the third party for extensive services.

circumstances, a banking organization may consider a third party's regulatory status and
regulatory obligations as part of its risk assessment. However, supervisory and regulatory
schemes may differ materially between entity types and with regard to applicable legal
requirements, regulatory or supervisory authority, the nature of the activity, or other factors, and



thus the mere presence of a regulatory scheme may not necessarily serve to mitigate risks
relevant to a banking organization.'* Further, even regulated entities could nevertheless operate
in a less than satisfactory condition, which could increase the risk they pose to the banking
organization.

A banking organization may obtain further information that warrants adjusting its initial
risk assessment after it performs due diligence and engages in contractual negotiations.
Additionally, changing circumstances, an expanded or a renegotiated contract, or a banking
organization's experience overseeing a third-party relationship, among other factors, may be
indicators that a third-party relationship's risk has changed since the banking organization's initial
assessment and may benefit from being reassessed. The decision of whether and how frequently
to re-assess a banking organization's risks related to a third-party relationship may take into
account additional factors such as changes in reliance on the third party, any new or existing
identified concerns with the third party, or a change in the level(s) and type(s) of services
provided by the third party.

Banking organizations typically have extensive experience assessing risks as part of

their business. As such, examiners will give due consideration to a banking

11 No supervisory or regulatory agency is responsible for a banking organization's third-party risk management.
Banking organizations should not rely on the existence of any agency supervision or regulation as a substitute
for managing third-party risk or as a proxy for whether such third parties provide services in a safe and sound

manner.

organization's reasonable judgment regarding the banking organization's risk

assessments.!5

2. Risk Oversight
Effective risk management involves overseeing third-party relationships in a manner

proportionate to the risks they present and consistent with the banking organization's risk appetite

and tolerances. Banking organizations typically prioritize oversight of higher-risk third-party



relationships and establish more rigorous oversight practices for such relationships. A banking
organization may tailor its oversight in a manner commensurate with the banking organization's
size, complexity, and risk profile, as well as with the nature of the third-party relationship. For
example, the level of oversight appropriate for a banking organization with multiple business
lines, operating subsidiaries, and a diversified customer base may not be appropriate for a banking
organization with a less complex business model. Risk management practices that do not
prioritize and tailor according to risk could increase the magnitude and likelihood of harm arising
from higher-risk relationships due to inappropriate levels of attention and oversight.

The following discusses oversight at a high level. The examples provided are
illustrative only, may not be relevant to all banking organizations or relationships, and are not

comprehensive.

i. Due Diligence and Third Party Selection










Due diligence is the process by which a banking organization te-determine-whetherthe

third-party-eanassesses a third party's ability to perform the activity in-a-manner-thatis

consistent-withas expected, adhere to the banking organization's-breader-corporate-policies-and

practices.

15 To what extent would it be helpful for the guidance to include a list of characteristics that generally indicate
that a third-party relationship is high risk, and if so, what characteristics should be included?

policies, comply with applicable laws and regulations, and conduct the activity in a safe and
sound manner. As with all third-party oversight, the amount of due diligence that is warranted
depends on the risk presented by the third-party relationship and the banking organization's
individual business needs. In the case of lower-risk third-party relationships, a banking
organization may be more comfortable with relying either on less-detailed due diligence
information or on public or alternative sources, as compared to its higher-risk relationships.
Depending on the circumstances, this relatively less-detailed level of due diligence may be
sufficient for the banking organization to determine that the third party is likely able to perform
the services being contracted for (including, for example, that the third party has sufficient
staffing and capabilities) and that further due diligence may not provide appreciable benefits to
the banking organization.

Depending on the circumstances, due diligence may involve assessing a third party's
financial condition; business experience and key personnel; staffmg capabilities and
qualifications, including training relevant to the banking organization's business; legal and
regulatory compliance; insurance coverage; and information security and cybersecurity

capabilities and track record, as applicable. Due diligence may also evaluate the effectiveness

of the third party's relevant risk management practices and capabilities, including policies,



procedures, and internal controls and whether there is an alignment with the banking
organization's own applicable policies, procedures, controls, strategies, and expectations.
In some cases, a banking organization may not be able to obtain certain due diligence

information from a third party. For example, a third party may not have a long

operational history, may not permit on-site visits, or may not share (or is not permitted to share)
information that the banking organization requests, but a banking organization may determine
that other factors offset or compensate for those limitations. A banking organization may also
have limited negotiating power with some third parties, which may amplify these difficulties.
Even when unable to meet all of its due diligence objectives, a banking organization may still
collect sufficient information, including from supplemental sources, to be able to determine that
engaging with the third party is within the banking organization's risk appetite and tolerances.
Outside information sources may be relied upon in certain contexts, including, for example,
information or feedback obtained through banking organizations or trade groups, review of
available public sources, or, in the case of a third party with a limited operational history, the
overall qualifications and experience of management and employees of the third party in
performing the services that would be provided. Similarly, external industry experts familiar
with the third party, the relevant industry, or with market standard terms and practices may also
supplement or help a banking organization conduct due diligence. However, where the third
party is unable or unwilling to provide information or other cooperation reasonably necessary
for the banking organization to conduct due diligence, ongoing monitoring and risk assessments,
the alternative sources described above may not be sufficient to allow the banking organization

to engage with the third party within its risk appetite and tolerances.















ik ol o ations,
Effective third-party risk management generally involves negotiating contract provisions

designed to facilitate effective risk management, oversight, and performance, in line both with
the banking organization's risk identification and assessment and with
the results of its due diligence, and that specify the expectations and obligations of both the
banking organization and the third party.

There are no generally applicable expected contract terms for third-party relationships—
even for higher-risk relationships—and banking organizations typically tailor their contract
Ticgotiations and provisions 1o their individual needs and circumstances, commensurate with the

banking organization's size, complexity, and risk profile and the nature of its third-party



relationships. As such, the presence or absence of a specific contractual term that an examiner
may believe to be contrary to best practices would not alone be a sufficient basis for an examiner
to communicate an adverse finding related to a banking organization's third-party risk
management practices.

Depending on the circumstances, the terms of the contract may allocate responsibility
between the parties. A service level agreement can define performance measures, which can
assist banking organizations in evaluating a third party's performance and compliance with
applicable laws and regulations. Other items that may be relevant for a banking organization
to consider during contract negotiations include, depending on the circumstances,
confidentiality and information security, and, as discussed below, use of subcontractors,
operational resilience plans, and termination provisions.

Third parties often offer standard contracts. Banking organizations can assess whether
these standard terms adequately address their specific circumstances and risks. For example,
banking organizations may determine that they need to request modifications, additional
contract provisions, or activity-specific addenda to strengthen oversight for areas that pose
higher risk to the banking organization. For lower-risk
relationships, a banking organization may determine that standard form contracts are
sufficient. Alternatively, a banking organization may focus negotiations on a narrow subset
of contractual provisions most relevant to the risks presented by the third-party relationship
and that could provide the banking organization sufficient comfort that the services provided
through the third-party relationship will be conducted in a manner that meets its needs and

that is within its risk appetite and tolerances.



Itis-important-thatWhen a banking organization understand-the benefits-and risks

finalization:-has limited negotiating power relative to a third party, it may be unable to negotiate
all of its desired contractual provisions. The banking organization may still reasonably proceed
with the relationship if, for example, the banking organization has a reasonable understanding of
the risks relevant to the third-party relationship and any residual risks are in line with the
banking organization's risk appetite and tolerances, especially if there are limited alternative
options. In certain circumstances, banking organizations may also be able to gain an advantage

by negotiating contracts as a group with other organizations, as discussed below.

Periodiereviews-of exeeutedMaintaining an inventory of and periodically reviewing
third party contracts aHewmay assist a banking organization te-eenfirsin confirming that

existing provisions continue to address pertinent risk-controls-and-legal protectionsrisks. If new

risks are identified, a banking organization may consider renegotiating-a-contractwhether it is

appropriate to renegotiate or terminate a third-party relationship.



















4iii. Ongoing Monitoring
Ongoing monitoring is the process by which banking organizations assess and monitor

third-party performance and changes in the risks posed by third-party relationships. It also
includes any associated reporting to the board and senior management, as appropriate, in line
with the banking organization's size, complexity, and risk profile, as well as the nature of its
third-party relationships. Ongoing monitoring

Ongoeing monitering-enablesmay enable a banking organization to: (1) confirm the quality and

sustatnabiity-of a third party's controls and its ability to meet contractual obligations_and



perform as expected; (2) eseatateidentify significant issues or concerns, such as material or
repeat audit findings, deterioration in financial condition, security breaches, data loss, service
interruptions, compliance lapsesissues, customer complaints, changes to insurance coverage, or
other indicators of increased risk; and (3) respond to such significant issues or concerns when

identified.

FypiealExamples of monitoring activities may include: (1) review-efreviews of updates

to information utilized in due diligence and reports or data regarding the third party's

performance and the effectiveness of its controls, including audits conducted by the third party
(or an independent entity hired by the third party);1¢ (2) periodic visits and meetings with third-
party representatives to discuss performance and operational issues; and-(3) regutarperiodic
testing of the banking organization's controls that manage risks from its third-party relationships

and,

pin certain

circumstances,

periodic testing of

the third party's ews




abeve-to assess the third party's performance and effectiveness; (4) reviews of public filings or

reports of examination arising from the agencies' standard supervisory processes for certain

large third parties' provision of services,. if applicable;!” and (5) reviews of customer complaints.

'» Banking organizations and bank service providers have incident notification obligations under the agencies'
Computer Security Incident Notification Rule, which may also inform ongoing monitoring. See 12 CFR part
53 (OCC); 12 CFR 225, subpart N (Board); 12 CFR 304, subpart C (FDIC). See also, 12 CFR 748.1 for the
NCUA's Cyber Incident Report Rule.

7 See 12 U.S.C. 1464(d)(7)(D) and 1867(c)(1). These reports of examination are not tailored to any individual
banking organization's circumstances or risk management needs and may be based on targeted rather than
comprehensive examinations. These reports are the property of the agencies and are not intended as a proxy or
substitute for any banking organization's responsibilities to undertake effective risk management and reliance on
such reports without performing independent due diligence would be inconsistent with sound risk management
principles.

Banking organizations may choose to conduct ongoing monitoring on a periodic or
continuous basis based on the banking organization's assessment of the risk, complexity, and
nature of the third-party relationship. For example, in the case of higher-risk third-party
relationships, a banking organization may determine that effective risk oversight requires it to
conduct more comprehensive or frequent monitoring. Higher-risk relationships may also involve
additional staffing with the necessary expertise, authority, and accountability to perform a wide
range of ongoing monitoring activities. For lower-risk relationships, a banking organization may
determine that relatively less extensive, less detailed, or less frequent reporting, and
commensurately reduced staffing needs, are necessary to support its risk oversight.

Banking organizations can tailor monitoring to their needs, abilities, risk
determinations, and negotiating power, all of which can vary between larger or more

complex banking organizations and community banks or among third-party relationships.



For example, whether on-site visits to a third party or audits of a third party's control
practices are practical may depend on the circumstances.

Because both the types and levels of risks a banking organization faces may change
over the lifetime of a third-party relationship, a banking organization may later find it useful to
adapt or alter its ongoing monitoring practices accordingly, including by expanding or

contracting the scope, level of detail, or frequency of information collected or produced for

monitoring.




3iv. Termination
A banking organization may terminate a third-party relationship for various reasons,

such as expiration or breach of the-contract;; the third party's failure to comply with applicable
laws or regulations;-; concerns regarding a third party's performance of the

activity more generally; or a desire to seek an alternate third party, bring the activity in-house,
or discontinue the activity. When this occurs, itis-impertantfor management typically seeks to

terminate relationships in an efficient manner, whether-the-aetivities-are-transitioned-to-another

amengothers-to-facHitate terminationsand management's ability to do so may depend on

previously negotiated contract provisions. For example, a banking organization may determine

that a lower-risk third-party relationship presents relatively few concerns, and it may be easy

and cost-effective to seamlessly switch to an alternative third party, if necessary. As the



complexity and materiality of a third-party relationship increases, a banking organization may
benefit from advanced planning and ultimately determine that potential beneficial factors
associated with a termination—e.g., in-house or alternative third-party options with the potential
for long-term cost reductions or improvements to the banking organization's products, services,
and operations; better access to or control over data; or use of innovative technology—-either do
or do not outweigh the potential negative factors—e.g., costs and fees associated with
termination,'® extended transition timespans, operational complications, the likelihood of
service or data access disruptions, data retention and destruction issues, and handling of joint
intellectual property.

In any case, a banking organization's assessment as to the preferability of terminating a
contract with one third party and transitioning services to another typically draws on numerous
factors relevant to the organization's business and strategy and the agencies will give due

consideration to the organization's reasonable determinations that

s Termination cost considerations typically include whether alternative providers may be willing to buy out the
remaining term of the contract or otherwise defer the banking organization's termination-related costs.

an alternative third party can provide the services as contracted for and within the

banking organization's risk appetite and tolerances.




4v. Cross-Cutting Oversight and-Aeccountability Topics
The preceding discussion provides a high-level overview of tailoring third-party

relationship oversight to a banking organization's size, complexity, and risk profile and the
nature and assessed risk levels of its third-party relationships. However, banking organizations
may benefit from considering third-party risk management on a holistic, rather than a siloed,
stage-by-stage basis, since effectively managing any given risk may be a multi-factored process.
Understanding how risks and mitigating factors may cut across or implicate different oversight
stages and where certain risk management strategies may be complementary or redundant may
help banking organizations more effectively tailor and prioritize their risk management
practices.

The following highlights certain examples that may help illuminate such an

approach.

Subcontractors



While a banking organization typically does not have a direct business arrangement with
a third party's subcontractors, their use may nonetheless heighten risks related to the third-party
relationship as it may lessen the banking organization's control of activities. Since
subcontractors may be considered in connection with the primary third-party relationship, the
extent to which a banking organization exercises risk oversight related thereto may depend on
the nature and risks of the third-party relationship. A banking organization may be able to
exercise effective risk oversight related to a third party's use of subcontractors by, for example,

negotiating and monitoring compliance with contractual terms governing the use and oversight

=,

subcontractors (including specifying whether service level agreements apply to subcontractor

party risk management programs. The banking organization remains responsible for complying

with applicable laws and regulations, and operating in a safe and sound manner, regardless of a
third party's use of subcontractors.
Use of Co-ventures, Consortia, Standard-Setting Organizations, Consultants, and Other
Third Parties that Provide Risk Management Services
The agencies recognize that banking organizations can leverage new
arrangements to manage third-party risk, including:
* Participating in a co-venture or consortium that collaborates on an aspect of
third-party risk management, such as performing due diligence or developing standard
contracts, or use of services from standard-setting and certification organizations that

provide risk management and compliance standards for third parties engaging with



banking organizations and issue certifications that assess that a third party meets the

standards.

third-partyConsidering the results from services provided by consultants, auditors, or law

firms for risk management aetivities;:and compliance purposes.



Such arrangements could, among other things, create new efficiencies, provide banking
organizations additional leverage in conducting due diligence on, negotiating with, or
monitoring third parties, and facilitate access to new technologies and strategic expertise.'” The

use of such arrangements could inform a banking organization's risk

» Any collaborative activities among banking organizations must comply with antitrust laws. Refer to the Federal
Trade Comm1551on and U.S. Degartment of Justlce's " Antitrust Guidelines for Collaboratlons Among Comgetltors

ntltrust-gpdelmes c011aboratlon-among—comgetltors/ﬁcdolgydehnes-lgdf.
assessment and enhance a banking organization's ability to oversee its third-party

relationships. For example, review of credible summaries of technical data or proprietary
information, as well as certifications or results of assessments provided by such
arrangements, may be adequate for a banking organization's due diligence needs, depending
on facts and circumstances. However, it is important for effective risk management to be
based on the banking organization's own specific circumstances and performance criteria for
the activity.

In addition, effective third-party risk management may also involve relying on third-
party technologies or processes to supplement or assist the banking organization's own risk
oversight activities. This may allow community banks, in particular, to benefit from advanced
technology and industry expertise otherwise unavailable. However, reliance on third parties for

risk management purposes can itself involve risks, which a banking organization can address

based on its individual circumstances.

Insurance, Indemnification, and Other Limitations on Liability
Depending on risk exposure, negotiating for credible indemnification provisions,

limitations on banking organization liability, insurance, or guarantees from the third party's parent



or other entity may serve to effectively mitigate risks arising from the third-party relationship,
which may lower the risk associated with the relationship. Such a conclusion may be based upon,
for example, due diligence regarding the ability of the relevant party to meet any obligations,
negotiating terms of the coverage as relevant to the specific risks of the third-party relationship,
maintaining the coverage and confirming its ongoing sufficiency, and considering whether the
banking organization has the

capacity to cover any costs associated with pursuing, filing, disputing, or litigating a

claim.

Operational Resilience Planning
Effective risk oversight, particularly for higher-risk relationships, may include due

diligence, contract negotiations, and ongoing monitoring sufficient to demonstrate resilience and
assess assurances, including, for example, contractual obligations related to review of a third
party's operational resilience plan, the existence of alternative back-up providers that can provide
an easy transition of services, the practice of maintaining critical data backed up at a physically
and logically separated site, or other relevant considerations. In certain circumstances, even if a
higher-risk third party suffers a disruption event, cyberattack, or otherwise is unable to provide
business-as-usual services, if a banking organization has sufficient demonstration of its own or of
the third party's ability to quickly and effectively resume operations and preserve relevant data,
the harms from any such event may be significantly mitigated. This may in turn inform the risk

associated with the third-party relationship.







3. Poenmentation-and-Reporting Residual Risk Acceptance
Residual risk is the risk remaining after the banking organization applies mitigating

measures. The agencies do not expect banking organizations to eliminate third-party risk. Some
residual risk is unavoidable, as discussed above. In some cases, the materiality of the risk does not

may lack the means to significantly mitigate a risk, such as when it lacks bargaining power to
conduct sufficient due diligence, negotiate customized contract terms, or engage in in-depth
ongoing monitoring, or where the banking organization has limited alternative options. Managing
third-party risk includes




management practicesdetermining when and to what extent elements of risk oversight may not

be practicable and whether residual risks may be acceptable according to a banking
organization's risk appetite and tolerances, while still conducting activities in a safe and sound
manner, and when and to what extent a banking organization can make this determination
based on limited information. Even in cases where the banking organization cannot
significantly mitigate a risk, the third-party relationship may still be beneficial and necessary
for the banking organization to operate effectively and competitively in a rapidly evolving

marketplace. Risk acceptance is ultimately a fact- and circumstance-specific consideration,

commensurate te-eachwith a banking organization's size, complexity, and risk profile;- and with

the nature of its third-party relationships-Each-ageney-will-review-its supervised-banking

4. Governance

In theirevaluations-of a-bankingerganizatien'sorder to support its overall third-party

risk management;-examiners-considerthat practices, banking organizations engage-in-a-diverse



withmay consider adopting governance practices that: (1) establish clear roles and
responsibilities, (2) establish an appropriate risk appetite and appropriate risk tolerances related
to risks from third-party relationships, (3) help ensure that the banking organization is able to

identify and assess its third- relationship risks and prioritize risk management in relation to

the assessed risk levels of such relationships and the banking organization's activities-andrisk

appetite and tolerances, (4) establish appropriate reporting to senior management and the board,
5) document key elements of risk management for third-party relationships—Whenreviewing,

and (6) establish a process for conducting periodic independent reviews to assess the

effectiveness of the banking organization's third-party risk management processes,-examiners

bl L e b e b practices.




Howevrz tere is no one n'gt ax or a anking organizatio ;[0 structure such
practices, and a banking organization's size, complexity, and risk profile and the nature
of its third-party relationships will ultimately drive any relevant governance decisions.
The agencies will give due consideration to a banking organization's reasonable

governance considerations when reviewing those practices.

Jonathan V. Gould,
Comptroller of the Currency.

By order of the Board of Governors of the Federal Reserve System.

Benjamin W. McDonough,
Secretary of the Board.

Federal Deposit Insurance Corporation.
Dated at Washington, DC, on September 10, 2026.

Jennifer M. Jones,

Deputy Executive Secretary.

By the National Credit Union Administration Board on September 10, 2026.

Melane Conyers-Ausbrooks,
Secretary of the Board.




