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Privacy & Security

Privacy
The choices  a 

consumer exercises 
re: who can collect, 

store, access and 
use his/her 
information

Security
Controls access to 

information.  
Without security, 
there can be no 

privacy
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Information Collected and Shared

You may collect more information than you think….
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Privacy Policies

Source:  selectout.org
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A privacy policy should tell a user:
 Scope

 Information collected

 How Information is used

 How information is shared

 The choices a user has regarding collection and sharing

 Interest-based advertising and tracking practices

 How information is protected

 How a user can access and modify his or her information

 Contact Information

 Other

Privacy Policies
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Who Enforces?

 State Attorneys General
 Digital Advertising Alliance
 Civil Litigation

– Consumers
• TCPA

• Data Breach

– Contracts
• Marketing Coops
• Payment Card Industry
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Top Causes of Breaches

 Malware, hacking and other theft

Hackers were able to access hundreds of thousands of first and last names, email 
addresses, usernames, passwords, numbers, and physical addresses

former employee improperly copied nonprofit’s client information with the intent 
of processing fraudulent tax returns

 Lost or stolen devices

Thumb drive containing individuals’ PHI – e.g. names, addresses, diagnoses, 
DOBs, age, gender, telephone number – was stolen out of an employee’s car

 Errors

Employee mistakenly uploaded files containing PII to Amazon’s cloud computing 
service, which were publicly available without password protection

Nonprofit’s auditors inadvertently included award recipients’ information with 
its tax returns, which are a matter of public record
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How to Avoid Breaches:
Maintain (or Implement) a Security Program

Identify

Assess

Implement

Monitor

1. Identify information assets and data to be secured.
2. Assess risks to the assets and data.
3. Implement technical, administrative, and physical controls.
4. Monitor effectiveness of controls and update through testing.
5. Repeat.
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Employ “Reasonable” Security Practices

CA AG 2016 Breach Report outlines “reasonable” security:

 Implement all of the 20 controls in the Center for Internet Security’s 
Critical Security Controls that apply to your organization’s 
environment.

 Use multi-factor authentication to protect critical systems and data 
AND make it available on consumer-facing online accounts that 
contain sensitive personal information.

 Consistently use strong encryption to protect personal information 
on laptops and other portable devices, and consider it for desktops.

 Encourage breach victims to place a fraud alert on their credit files 
when Social Security numbers or driver’s license numbers are 
breached.
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Be Prepared

Number of companies that don’t have a written 
incident response plan.26%

47%

78%

Number of companies that reported that they 
weren’t sure if their plan was effective, or 
affirmatively felt that their plan was not effective.

Number of companies that reported that their plan has 
either never been reviewed or updated, or there is no 
set schedule for conducting such a review.

Ponemon Institute, "Is your company ready for a big data breach?”

(Sept. 2014) at 8
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Your Incident Response Plan Should….

12

1. Incorporate legal counsel to preserve privilege.

2. Assign specific leadership and investigative responsibilities. 

3. Provide a clear internal escalation plan.

4. Address the need for preserving evidence and provide appropriate resources.

5. Include internal and external communications plans.

a) Employees

b) Consumers

c) Insurance carriers and other third parties

d) Law enforcement

e) Government officials

f) Media 

6. Include contact information for internal resources and pre-approved external resources.

7. Be communicated, reviewed and tested
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AssessYour Preparedness: Top 10 Legal Docs to Review

1. Data security representations / privacy policies.

2. Agreements with subcontractors that hold your data.

3. Data breach incident response plan.

4. Whistleblower policy.

5. Agreements with breach response providers.

6. Payment processing agreement (credit / debit / prepaid card).

7. Reports on compliance (credit / debit / prepaid card).

8. Agreement with independent forensic investigator.

9. Agreement with PFI forensic investigator (credit / debit / prepaid 
card).

10. Cyber-insurance.
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Make Sure You’re Covered: Cyber-Insurance

 Data security breaches routinely excluded from general liability policies

 Policies are just starting to be more standardized.

 Some policies have extremely broad exclusions that effectively eviscerate most types 
of costs and claims that your organization may see.

 Policies differ on whether they cover data privacy issues as opposed to data security
issues.

 What to look for:

 “Sub-limits” on coverage amounts must match the risk.

 “Sub-retentions” should not be set so high that they would almost never be reached.

 The biggest risks should be covered (e.g., PCI fines, class actions, AG investigations).

 “Voluntary” notice to impacted individuals should be covered.

 Know who the “panel” attorneys are and whether all fees are covered.



dwt.com

Questions?

For educational and illustrative purposes only; not an actual example.

DONOR DONORS


